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SECURITY AND CRYPTOGRAPHY
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Time : I'hree Hours) IMaxinam Merkx : 75

Note : Awempt five guestions in all, sefecting at least gne
qucstio}t froim eacl uoil.

UN¥It

L. (&) Define e foHowing terms :
{) N:_sn-lcpudLthn.
(ii) Streamn und block cipher.
(i) Digital cnvelope.

(v} Session key. 3
(b) Explain briefly ebuut block cipler principles and mode
of uperation. _ 7

2. (9) Perform encryplion/decryption using RSA algarithm for
the following :
p=3qalle=7 m=5(7)
Whal wltacks are possible on KSA algorithm ? 10
(b) Encrypt "TNTERNET™ using a transposition cipher with
the followany key !
3 5 2
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UNIT-H \
Descrihe the Diffie-Heliman key exchange algarsthm
oud explam it with an example. _ R

Alice wnl Bob want w establish a seceet key wsing 1he
Dillw-Hellman key eachange protocod wsing n = 1],
g=5 x=2andy=3 Iind the volues A and B und e
secrel Key. 7

Dexcribe the Socure hash algorithm. What are the key

requirsmnents of mexsage digests ? ?

Describc the various steps in the ¢reation of a digiral

certiliCate, 8
UNIY-MI

Describe the time stamping protocol. What is its

significance 7! 6

What s a veeus life cyule ? Describe the various types
of computer viryses ? What arc the meah teough which
i can spread and possible prevention mechunism that
can be empluyed 7 http://www kuonline.in 9

What s password baved eacryphon? What wre the
problems assacisted widh jt 7 8

Describe the KERBEROS protocol and s working. 7

UNIT-IV
What are the characteristics of a good firewall
impleinentation 7 8

What 38 a VINT Expluin briefly about the VPN
anchilleciue. How 1t provides security co the aetwork 7
-
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Write shoit notes on @

(a) Ome time pad.

(b) Computatioruitly secure algorithm.
(¢} Preity good privacy.
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